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AB - J07046234 The coding system allocates unique ID for each and every 
subscriber in the list. A key generation centre (1) generates a secret 
key for every user. The key is selected by searching a hash table, 
that has the index ED of the subscriber in relation to a prime number. 
Each and every user is provided with the complete subscriber ID list, 
as open information. 

- Multiple users of some group, like conference members, communicate 
from a single user, in the same way by the system. As the system 
generates a common key for the group, that requires only the 
information of IDs of the members then the ID and secret key is 
transmitted. The data is encrypted by the use of the common key and 
transmitted. The data is decrypted at the receiver's end by the use of 

the common key. Thus, group of users communicate from a single user by 
this method. 

- ADVANTAGE - Uses common key for group of members. Uses simple 
algorithm for encryption/decryption. Enables maintenance of security. 
Facilitates easy processing. 
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I - H04L9/06 ; H04L9/14 ; G09C1/00 

TI - CIPHERING SYSTEM 

AB - PURPOSE:To realize sophisticated security with a simple algorithm by 
providing a reception terminal equipment generating a secret key 
through specific arithmetic operation, generating a common key between 
a key generating center and a conference member and decoding the 
received ciphering text with other common key generated by the common 
key or the like. 

- CONSTITUTIONS key generating center 1 applies unidirectional Hash 
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functions f(), h() to each user 2 or the like based on the ID 
information intrinsic to user. Then a list of secret information sets 
P, Q, L, alpha, beta, gamma, delta, S and a public information N, 
subscriber ED list including a secret key G are generated by the 
arithmetic operation including an exponential function of a primitive 
element (g) of a prime. Thus, a common key is generated between the 
center 1 and conference membership without need of preliminary 
communication and the data are sent through ciphering by the common 
key. The receiver side generates a common key with the conference 
membership based on the secret key G, the ID information and the 
public information without need of preliminary communication and the 
reception terminal equipment decodes the received ciphering text. 
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